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This Policy gives important information about:
AT AL 7 A RN &7 H ) EE R

1.1.1 the data protection principles with which Guangxi Beibu Gulf Airlines Co., Ltd.

(hereinafter the "Company", "we", "us" or "our") must comply;
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1.1.2 what is meant by personal information (or data) and sensitive personal information (or
data);
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1.1.3 how we gather and use personal information and sensitive personal information in
accordance with the data protection principles under the General Data Protection
Regulation (EU) 2016/679 ("GDPR") and the requirements of other relevant laws and
regulations of other countries and regions; and
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114 data subjects' rights and obligations in relation to data protection.
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This Policy applies to all personal information collected by or on behalf of the Company, and may
include personal information about its customers, potential customers, website visitors and job
applicants. This Policy may be provided to you using a number of methods, including through the
use of any of our websites, through the use of any of our mobile applications, through the use of
telephone, or in-person at any of our retail locations.
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We will review and update this Policy as we deem necessary or in accordance with our data
protection obligations.
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The Company may obtain, keep and use personal information (also referred to as personal data)
about its customers, potential customers, website visitors and job applicants for a number of
specific lawful purposes.
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This Policy sets out how we comply with our data protection obligations and seek to protect
personal information. Its purpose is also to ensure that our staff understand and comply with the
rules governing the collection, use and deletion of personal information to which they may have
access in the course of their work.
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We are committed to complying with our data protection obligations, and to being concise, clear
and transparent about how we obtain and use personal information, and how (and when) we delete
that information once it is no longer required.
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The Company’s Data Protection Officer has overall responsibility for addressing all issues relating
to the protection of your personal information, and is responsible for assisting us in monitoring
internal compliance, informing and advising on our data protection obligations and acting as a
contact point for you and any supervisory authority. If you have any questions or comments about
the content of this Policy or if you need further information, you can contact the following persons:
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1.71 The Company's Data Protection Officer: [GXA-DPO@hnair.com]; or

KON E IR 7 ST [GXA-DPO@hnair.com];
1.7.2 The Company's EU representative: [GXA-DPO@hnair.com].

KA IR : [GXA-DPO@hnair.com].

DEFINITIONS
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"criminal records means personal information relating to criminal convictions and

information" offences, allegations, proceedings, and related security measures;

"data breach" means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to,
personal information;

"data subject"” means the individual to whom the personal information relates;

"personal means information relating to an individual who can be identified (directly

information" or or indirectly) from that information;

"personal data"

"processing" means obtaining, recording, organising, storing, amending, retrieving,
disclosing and/or destroying information, or using or doing anything with
it;

"pseudonymised"” means the process by which personal information is processed in such a
way that it cannot be used to identify an individual without the use of
additional information, which is kept separately and subject to technical
and organisational measures to ensure that the personal information
cannot be attributed to an identifiable individual;

"sensitive personal (sometimes known as "special categories of personal data" or
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information” "sensitive personal data") means personal information about an
individual’s race, ethnic origin, political opinions, religious or philosophical
beliefs, trade union membership (or non-membership), genetics
information, biometric information (where used to identify an individual)
and information concerning an individual’s health, sex life or sexual

orientation.
"Websites" means any website(s) owned or operated by the Company.
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DATA PROTECTION PRINCIPLES
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The Company will comply with the following data protection principles when processing personal
information:
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3.1.1 we will process personal information lawfully, fairly and in a transparent manner;
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3.1.2 we will collect personal information for specified, explicit and legitimate purposes only,
and will not process it in a way that is incompatible with those legitimate purposes;
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3.1.3 we will only process the personal information that is adequate, relevant and necessary for
the relevant purposes;
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3.1.4 we will keep accurate and up to date personal information, and take reasonable steps to
ensure that inaccurate personal information are deleted or corrected without delay;
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3.1.5 we will keep personal information in a form which permits identification of data subjects

for no longer than is necessary for the purposes for which the information is processed;
and
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3.1.6 we will take appropriate technical and organisational measures to ensure that personal
information are kept secure and protected against unauthorised or unlawful processing,

and against accidental loss, destruction or damage.
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PRIVACY NOTICE
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The Company may supplement this Policy by issuing privacy notices from time to time, informing
you about the personal information that we collect and hold relating to you, how you can expect

your personal information to be used and for what purposes.
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We will take appropriate measures to provide information in privacy notices in a concise,
transparent, intelligible and easily accessible form, using clear and plain language.
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When personal information is collected
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431 We collect personal information where it is necessary for us to conduct our everyday
activities or functions.
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4.3.2 Here are some examples of situations where we collect personal information:
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(a) when you register for an account on our Websites, apps or kiosks;
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(b) when you complete purchase orders, requests or applications for our products,
services and/or facilities (by telephone, in person, by post, on forms, through
our Websites or by any other means);
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(c) when you communicate with us directly in relation to our products, services
and/or facilities (by telephone, in person, by post, on forms, through our
Websites or by any other means);
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(d) when you use services and/or facilities that are made available on our Websites
or at our physical locations;
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(e) when you conduct certain types of transactions such as booking tickets,

redeeming points for tickets, purchasing points, errefunds, purchasing meal or
in-flight merchandise;
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(f) when you enter, and when you interact with us during, any of our promotions,
competitions, contests, lucky draws or special events;
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(9) when you subscribe to any of our membership programmes;
HIEENZ 5 EATHL BAEAT— A2 R IUH I

(h) when you participate in our surveys and other types of research; or
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0] when you apply for employment with us.
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We do not collect personal information from persons under the age of 16 without prior
permission from a parent or a guardian. If you believe that we have accidentally collected
personal information from a person under the age of 16 without the prior permission of a
parent or guardian, please contact our Data Protection Officer at once under paragraph
1.7 of this Policy in order to have the relevant personal information erased. If you are
under the age of 16, please do not proceed to provide us with any of your personal
information through any means whatsoever unless you have first procured permission
from your parent or your guardian.
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What personal information is collected
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4.4.1
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The provision of your personal information is voluntary unless otherwise indicated as
mandatory. If you do not provide any personal information to us which is mandatory, we
may not be able to provide the products and/or services that you require of us.
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The types of personal information which we may collect include the following:
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(a) contact information such as names, addresses, telephone numbers, email
addresses, delivery addresses and usernames;
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(b) billing information such as billing address, bank card information and credit card
information;
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(c) unique information such as nationality and identity document information
(including but not limited to identity card numbers, passport numbers,
photographs and date of birth), sex, occupational duties, health status and meal
preferences;
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(d) contact and marketing preferences;
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(e) details of any membership that you have with us;
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(f) details of your visits to our Websites, such as traffic data, location data, and the
resources that you access on our Websites;

T A =) WSl ) VER ol andn Al . b i B0 s DL 83 N AR 28 =) I 35 Fir 5
] PR 5

(9) details of your online identifiers, such as internet protocol addresses, cookie
identifiers or other identifiers such as radio frequency identification tags;
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(h) your transaction history with us; and
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(i if you are a candidate for employment, any personal information that you
provide to us during the recruitment process including personal details from
your resume and any application form that you submit to us. Such personal
information may include your employment history and working eligibility rights.
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You may, in certain circumstances, provide us with personal information relating to third
parties (for example, your designated Fortune Wings Club beneficiaries, next-of-kin,
traveling companion or, if you are a candidate for employment, any person whom you
have nominated as your referee). When this happens, you are deemed to have
represented and confirmed to us that you have obtained the consent of such third party to
provide his/her personal information to us for processing in the manner set out in this
Policy.
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4.5 Purposes for collection, use and processing of personal information
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4.5.1

The personal information which we collect from you may be collected, used, disclosed
and/or processed for various purposes, depending on the circumstances at hand and
your consent, including for example:
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(a) to assess, process and provide our products, services and/or facilities
requested by you; including but not limited to:

® selling flight tickets, flight ticket and hotel packages, in-flight merchandise,
etc.

® sending you product or service booking confirmations

® providing you with flight-related services, such as check-in, meals, seat
selection, luggage services, transit accommodation, irregular flight
guarantees and special passenger services

® providing notifications and instructions related to products or services

during your journey, such as instructions about boarding gates and
baggage collection
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(b) to provide you with any assistance that you have requested; including but not
limited to:

® related enquiries or information confirmation operations that you have
authorized us to carry out

® responding to your enquiries

® assisting you with transaction operations

® providing you with technical assistance
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(c) to maintain and improve our customer relationship with you; including but not
limited to:

® inviting you to join the Fortune Wings Club
® inviting you to participate in various satisfaction surveys
P I RTHE S A A A Z AR R R G EAR T
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(d) to establish your identity; including but not limited to:

® requesting that you present the relevant documents during check-in,
boarding, baggage inspection and other procedures

® informing you about login activity on your online account

® requesting that you present the relevant documents when proceed with
membership affair
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to administer and process any payments (including refunds) related to products,
services and/or facilities or other commercial transactions requested by you;
including but not limited to:

® making order payments

® handling your refund requests

® fulfilling our compensation obligations
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to respond to your enquiries or complaints and resolve any issues and disputes
which may arise in connection with any dealings between us;

X5 VR B AT AE 5y A SR S T et 0 I ) B VR A BB, O A ok B A
] i AT 33 5

to provide you with information and updates on products, services, facilities,
loyalty programmes, promotions, launches, campaigns, contests and/or events
offered or organised by us and our affiliated partners from time to time, in
accordance with your consent; including but not limited to

® sending you event invitations

® delivering or distributing prizes to you
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for direct marketing purposes via SMS, phone, email, fax, mail, instant
messaging, social media and/or any other appropriate communication channels,
in accordance with your consent;
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to administer our loyalty or rewards programmes, including the use of airport
lounges and the administration of the Fortune Wings Club;
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to engage in codesharing or similar business arrangements with other airlines;
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to cater to your dietary requirements when using our products, services and/or
facilities;
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for internal administrative purposes and record-keeping;
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to send you seasonal greetings messages from time to time;
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to send you service or account change notifications and information when
necessary;
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to monitor, review and improve our products, services, facilities, promotions
and/or events; including but not limited to:

® cookies used by our websites and apps

® traffic analysis and performance monitoring tools used by our websites
and apps
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to conduct market research or surveys, internal marketing analysis, customer
profiling activities, analysis of customer patterns and choices, planning and

statistical and trend analysis in relation to our products, services and/or facilities;
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to process, combine and/or analyse your personal information for the above
purposes;
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for detecting, investigating and preventing fraudulent, prohibited or illegal
activities;
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for our audit, risk management and security purposes;
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for enabling us to perform our obligations and enforce our rights under any
agreements or documents that we are a party to;
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(u) to transfer or assign our rights, interests and obligations under any agreements
entered into with us;
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(v) for meeting any applicable legal or regulatory requirements and making
disclosure under the requirements of any applicable law, legislation, regulation,
direction, court order, by-law, guideline, circular or code applicable to us from
time to time ("Applicable Law");
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(w) to enforce or defend our rights and your rights under, and to comply with, our
obligations under any Applicable Law.
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We will notify you in advance of any other purpose(s) for which we intend to use your
data and obtain your consent where necessary, unless we are permitted by the GDPR or
any other Applicable Law to process your personal information without your consent.
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Please note that you have the right to object to the processing of your personal data for
direct marketing purposes and the right to opt-out of any direct marketing from us and to
unsubscribe from any SMS, phone, email, fax, mail, instant messaging, social media
and/or other communication channels we use to engage in direct marketing with you. We
will endeavour to provide instructions in all such communications on how to opt-out, but
you may also contact our Data Protection Officer under paragraph 1.7 of this Policy if you
wish to exercise your right to opt-out and are not clear how to exercise such right
accordingly.
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4.6 Transfer of personal information
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4.6.1

In order to smoothly conduct our business operations and/or to fulfil our obligations to you,
we may disclose the personal information that we have collected from you to third parties,
for one or more of the purposes set out at paragraph 4.5 of this Policy. Examples of third
parties to whom we may disclose your personal information include:
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(a) other companies in our group, such as our sister airlines, for the purposes of
paragraphs 4.5.1(a), 4.5.1(b), 4.5.1(i), 4.5.1(j) and 4.5.1(k).
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(b) third party service providers, agents, affiliates or related companies who provide
operational services in connection with our business such as data entry,
telecommunications, information technology, logistics, storage and warehousing,
catering, delivery, assembly, installation, printing and postal services, credit
checks, credit facilities or services relating to marketing and promotional activity;
including but not limited to:

® providers of related supplementary services, such as hotels, insurance
companies, logistics companies, food supply companies and sales product
suppliers

® other airlines, such as codesharing partners and mutual sales partners.
Please note: Other airlines have their own privacy policies. If your travel
plan includes traveling with other airlines, we recommend that you check
the other policies, as they may differ from this Privacy Policy

® information technology providers, such as TravelSky, Amadeus and
Google

B 5 AR A AN BT RS ISR SBI. (5 BHR. 3. O
B A RR. . STERBGEIRS . (5. B TR i
AR (05 =0 RS BT . AT SRy BBkl AR R IR
¥

® HRMINMRS RIS AR, BIANIE. R A R MR AR BEAR A,
B 7 i A L e 45

Al

o HAtfi AR GRS = SEIEE. BESEIESE. HiEE: HAit
TR B AR FABUR . RSB RAT v B HAd T A F RTT
BAVEWIEEH HABBGE, KYIX SECE n] i 5 AR AL 75 B Fr AN A

o [EEERFEMRE, wunHERNESHEH. Amadeus. Google 55

(c) our professional advisors, consultants and/or auditors; and
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(d) relevant government regulators or authorities (in accordance with any
Applicable Law). Including but not limited to:

® public security agencies (such as the National Civil Aviation Public Security

Big Data Operation & Training Center) to which we submit personal
information for screening in the interests of public safety and anti-terrorism
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46.2 The third parties with whom we conduct business are only authorised to use your
personal information to perform the service for which they were hired. As part of our
agreement with them, they may be required to adhere to the GDPR and/or any policies
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that we provide, and to take reasonable measures to ensure your personal information is
secure.

SEATA NS AE R =07 A BUR SN NG B T B AT R BRIk S B 5. 1R 3AT
HZATSEH R — #0873, IR L5 = J5 W] REAEOR 8 ) GDPR J/sRB A 15 (AR 75t
IF R PRAE A ORI N AR B2 4

4.7 Transfer of personal information of EEA data subjects out of the EEA
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4.7.1

4.7.2

4.7.3

474

Due to the global nature of the services that we provide, it is sometimes necessary for us
to share the personal information of data subjects in the EEA with parties outside the
EEA, for example:
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(a) with our offices outside the EEA;
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(b) with our service providers located outside the EEA;
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(c) if the data subject is based outside the EEA; or
R AR RN 257 X AR A3

(d) where there is an international dimension to the services we are providing to the
data subject.

FATIEAE 7 B AR SRR 55 B H brtk o R .
These transfers are subject to special rules under European data protection law.
X RS 52 BRI DRI T AOAF IR I E 207K
The Company may transfer personal information outside the EEA to:
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(a) a country, territory or organisation that is designated as having an adequate
level of protection; or

Weda E B EAE BRI RIE 5 Hi X B 2
(b) an organisation receiving the information that has provided adequate

safeguards by way of binding corporate rules, standard data protection clauses
or compliance with an approved code of conduct.

— A EIEE A LA ST AT An R DR A R G T Stk AT A 1Y
J7 AR P IE 2 PR P H T R 2 24

In the absence of a European Commission adequacy decision, or of appropriate
safeguards, we may need to transfer personal information of an EEA data subject to non-
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5.1

475

4.7.6

4.7.7

EEA countries where this is necessary for the performance of a contract or the
implementation of pre-contractual measures.

FEBA MR A RE A g0E R D ANBERHE S E K XSS { RAE 4
RYOKT IR E ) BOE 24 ORFESE G 00T, BATTT RE 75 228 R 22 5F X8 B AR A A
15 B A2 2 JEAT & TR Bk AT A R i H 7 P 0 75 R AR RO 22 5 IX IR 2K

There may also be circumstances where we ask for the explicit consent of an EEA data
subject to the transfer of personal information to a non-EEA country for purposes other
than the performance of a contract or the implementation of pre-contractual measures. In
such circumstances, we will inform the data subject of the increased risks of such transfer
due to the absence of safeguards and the fact that these non-EEA countries (for example,
the People's Republic of China) do not have the same data protection laws as the EEA.

FERLEREOLN, AT —SIFARIBRAT & (A B it & [R] A1 bt i oA H i, ATt T Rg = 3
KRB 257 X E e EAR B R, R NS BRI X E X . EXFELT,
A TR F B A4, T8 = AR B il DL AOX SRR 2 T X [ 2 (i dn rp e N REAN
D By 5 B2 5 DO R OBl R i, IR R RS T BE 2 A 38 I i) XU

We will, however, ensure that all transfers of personal information of EEA data subjects
out of the EEA comply with the GDPR. Our practice is, wherever possible and applicable,
to use standard data protection contract clauses that have been approved by the
European Commission. Those clauses are available on the following website of the
European Commission:

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-
contracts-transfer-personal-data-third-countries_en

B, FRATTHE 1 O T A K W 22 5 DX B 2 AR 9 A5 B RS HH RGN 22 5F X e A2 75 &
GDPR. ALy, fETBEAIE RO IE DL, A F 28 KR B 2 B3 2 L o 1 o 7 3080 DR
EFIZRAR, XK AR R B 2 3 1 LA R Rt B4R 2

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-
contracts-transfer-personal-data-third-countries_en

If you would like further information please contact the Data Protection Officer as shown
at paragraph 1.7 of this Policy.

IR T EZER, SRR 1.7 % h ik 8 (R4 IR .

BASIS FOR PROCESSING PERSONAL INFORMATION

AR NS B IR

In relation to any processing activity we will, before the processing starts for the first time, and then
regularly while it continues:

X TAEMAC PSS, BATSAEBIE IR Z T, DLARACE IS S AT B3 A2 b AT BT A #R A -

5.1.1

review the purposes of the particular processing activity, and select the most appropriate
lawful basis (or bases) for that processing, i.e.:

AR E AL FE B H B, I ONIZ A B g R E A ISR, B
(a) that the data subject has consented to the processing;

Bl TR O R S AL P
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5.2

(b) that the processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data subject
prior to entering into a contract;

ZAC BN JEAT HE B AR S S R & 1, BCE IZAE BN AR LA R R
AR B0 A% 10 SRR B Tt i o6 75 1 5

(c) that the processing is necessary for compliance with a legal obligation to which
the Company is subject;

N T ST F AR SH IR LSS, A B R A R 5

(d) that the processing is necessary for the protection of the vital interests of the
data subject or another natural person; or

ORI AR B A AR NI TT SR 2, AL EE R 6 TR 5
(e) that the processing is necessary for the purposes of legitimate interests of the
Company or a third party, except where those interests are overridden by the

interests of fundamental rights and freedoms of the data subject — see
paragraph 5.2 of this Policy.

N T AR EEE S =7 1E A a, AZAE PR T, BRI ) a4 A B
AR E A28 ik 2 —2 WABUR S 5.2 5%

except where the processing is based on consent, satisfy ourselves that the processing is
necessary for the purpose of the relevant lawful basis (i.e. that there is no other
reasonable way to achieve that purpose);

e T[S T AT AL AL, W ORARBEE DY T SR M SRR A H AP A R (R
& BT iERIE B H DD

document our decision as to which lawful basis applies, to help demonstrate our
compliance with the data protection principles;

TR BATII TE TR Sy 2t pRsg - DASE e B B AT T8 < B8l OR 7 S 0 5

include information about both the purposes of the processing and the lawful basis for it
in our relevant privacy notice(s);

FEBA TR R EAL R P A5 A AR BRI H i) S AR 5 2

where sensitive personal information is processed, also identify a lawful special condition
for processing that information (see paragraph 6.2.2 of this Policy), and document it; and

TEANFEHURAN NS B E LR, BN E A FRZAE B SRR & (LABURIN S 6.2.2
%) IHTLAdsR;

where criminal offence information is processed, also identify a lawful condition for
processing that information, and document it.

FERC PR S AUIRAE R OL T, B NIR 2 A B AZ A5 B R A A F 7 Ll

When determining whether the Company’s legitimate interests are the most appropriate basis for
lawful processing, we will:

A E 2 W) I IE A 28 2 5 O B iR AL B B 38 AR A, JRATTHE -



6.1

6.2

5.2.1 conduct a legitimate interests assessment ("LIA") and keep a record of it, to ensure that
we can justify our decision;

BATIEAAZEPPAE C “LIAY O JFER R, DU EREATTRERSIE M BRATT 0 kg A& & L

5.2.2 if the LIA identifies a significant privacy impact, consider whether we also need to conduct
a data protection impact assessment ("DPIA");

W SR LIA B 5 A BRI B AL R, BT & 25 P8 BATT A 75 30 7 22 HEAT B0 OR 47 52 01 DF A
( “DPIA” )

5.2.3 keep the LIA under review, and repeat it if circumstances change; and
TRIFXS LIA (i 8, JRAEE LU R AL S A k1T

524 include information about our legitimate interests in our relevant privacy notice(s).
FEFRATTAAIAR 5< e ORA 38 0 b AL B S FRATT IE 4 A 2 15 R

SENSITIVE PERSONAL INFORMATION

= G N

Sensitive personal information is sometimes referred to as ‘special categories of personal data’ or
‘sensitive personal data’ (e.g. information about your health status).

B NS AT SRR “ RSB I NEHE B “BUA AR 7 Cnfg i i BER DL A3

&) .

The Company may from time to time need to process sensitive personal information. We will only
process sensitive personal information if:

22 F] AT RE I AN T ZAE B URAN NG R . RATH ST T B BEUR AN AE R
6.2.1 we have a lawful basis for doing so as set out in paragraph 5.1.1 above, for example, it is

necessary to comply with the Company’s legal obligations or for the purposes of the
Company’s legitimate interests; and

HATA BB 5,11 KPR &Ik BE 6, i, Dy sy 2 m] kA 55 8E A m i IE
) 2 T A 5 5

6.2.2 one of the special conditions for processing sensitive personal information applies, for
example:

AEFREURA NME BRI b —&E ], e
(a) the data subject has given explicit consent; including but not limited to:
® when you request special passenger services from us, such as for
passengers with wheelchairs or passengers requiring a stretcher
® when you request refunds from us

Bl LR C A% THIF . BRFREART:

o IEIAIATHE THRIRIRE RS, BlinfeRiiRs . HAURS %
®  fEA AT R IR A

(b) the processing is necessary for the purposes of exercising the employment law
rights or obligations of the Company or the data subject;

16



6.3

6.4

6.5

AL B NAT A28 7 B A AR 1 55 SRR B 552 H B BT AL 7 1

(c) the processing is necessary to protect the data subject’s vital interests, and the
data subject is physically incapable of giving consent;

ALFE N IR BUE BRI V) SR s T 7, F B ARAE Sk L evE S TR

(d) processing relates to personal data which are manifestly made public by the
data subject;

VISERU S C R N /AR DN ig o

(e) the processing is necessary for the establishment, exercise or defence of legal
claims; or

ALERNS T ENL L AT B AR R R I T AL T
(f) the processing is necessary for reasons of substantial public interest.
AEFRIE N T E R IR 2l 0 7
Before processing any sensitive personal information, our staff shall notify the Data Protection

Officer of the proposed processing, in order that the Data Protection Officer may assess whether
the processing complies with the criteria noted above.

FE AL B AT A RS NAF B 2R, BRATTIR B3 T 2 R 0L AT (10 Ak 2388 1 7 Hcdfe DR 678 DU L wT DAY
Z AR BT & _ LR bR

Sensitive personal information will not be processed until:
BB NG A S AL FLE F:
6.4.1 the assessment referred to in paragraph 6.3 has taken place; and
CBEAT 5 6.3 2K TR K TEAl
6.4.2 the individual has been properly informed (by way of a privacy notice or otherwise) of the

nature of the processing, the purposes for which it is being carried out and the legal basis
for it.

RN L CLBod il A BRI PER Gl Fa A s by 30, #EAT AR B B 1
DYSEIRFSEE 2R

During the recruitment process: the HR department, with guidance from the Data Protection Officer
as necessary, will ensure that (except where the law permits otherwise):

EFEHILFE P NIJBHIRI T TRk B T Ordm 8 1048 91 R R (B naMEst) -
6.5.1 during the short-listing, interview and decision-making stages, no questions are asked

relating to sensitive personal information, such as race or ethnic origin, trade union
membership or health;

FEPRIE, WA e B AW IR A NBURE BRI, MRk eRE . T
ESF AR A RN e 2N

6.5.2 if sensitive personal information is received, for example, the applicant provides it without
being asked for it within his or her resume or during the interview, no record is kept of it
and any reference to it is immediately deleted or redacted;

17



7.1

8.1

T SRS BB NAS L, 90 F i N A A i s 1) 15 P o T e A b R R B i 18 AR AR R
$& SBURA NAB I, T S A U NS BA R AR TIC S, JF 2RI R 8 12 2k
(EREPOENZIEI PR R

6.5.3 any completed equal opportunities monitoring form is kept separate from the individual's
application form, and not be seen by the person shortlisting, interviewing or making the
recruitment decision;

AEAT 52 T SE AL 2 M IR AN N S R 2 0 T B I F HA S T AT i S ok
S HINFITE 25

6.5.4 ‘right to work’ checks are carried out before an offer of employment is made unconditional,
and not during the earlier short-listing, interview or decision-making stages;

AL KA AESR M TC AT IS ] AT BEAT, T RAERC R B e . T sl R E B B
AT
6.5.5 we will only ask health questions once an offer of employment has been made.
— HIS e e, FRAT I S e R HER 0 )
CRIMINAL RECORDS INFORMATION
LIRERER
We do not process criminal records information unless required to do so by relevant government
authorities (for example, for immigration and security purposes) and under the control of the

relevant official authority or authorities.

T B RICRE L, BRAARBUFHURZAEZOR (B, 8 T BREE % ) ULESE
A REITHU R T .

DATA PROTECTION IMPACT ASSESSMENTS (DPIA)
KRR EmITR (DPIA)

Where processing is likely to result in a high risk to an individual’'s data protection rights, we will,
before commencing the processing, carry out a DPIA to assess:

FEAL BT BE RS N IIEEE DRI BGE e WS R LS, BRATRAEIT IR b B2 T, 3E4T DPIA LAPFAG -
8.1.1 whether the processing is necessary and proportionate in relation to its purpose;
FHEHEWTE, AH RN GE Y,
8.1.2 the risks to individuals; and
XA N I8 BT IR 5

8.1.3 what measures can be put in place to address those risks and protect personal
information.

REAZ R 24 B e R DI 2 OB R ORI A5 K2
DOCUMENTATION AND RECORDS

ORI R

18



9.1

9.2

We will keep written records of processing activities which are high risk (for example, which may
result in a risk to individuals’ rights and freedoms or involve sensitive personal information or
criminal records information), including:

PMT 2 OrAF e R AL BRI 3 CEEt,  mTRE 26 A ABURIAT ) H XU B 3 % B0 N A5 B B
RRLREL WBmcs, Wi

9.11

the name and details of the employer's organisation (and where applicable, of other
controllers, the employer's representative and Data Protection Officer);

JEARALAE CamsdE DA ARSI R BRI O3 1D B FRAVEME B
the purposes of the processing;

AL PR H Y

a description of the categories of individuals and categories of personal data;

A NSRS N B SEI3) f Hk ;

categories of recipients of personal data;

A NHHE T 251

details of cross-border transfers, including documentation of the transfer mechanism
safeguards in place;

P B R A0, AL O B R AL DR B I 1) ST A 5

where possible, retention schedules; and

WERTTRE, B DR B I 1A

where possible, a description of technical and organisational security measures.

WARTTRE, FARME LR 2 8RR .

As part of our record of processing activities we document, or link to documentation, on:

TERBA N SRALBIE B — &5y, BA & DSOS, BE BRSO, WT 7

9.21

9.2.2

9.2.3

9.24

information required for privacy notices;
KeRA I8 1 T 5 S R

records of consent;

A R %

controller-processor contracts;
EHIN— N A [H

the location of personal information;

MWNERSY:IvAE
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9.3

9.4

10.

9.2.5

9.2.6

DPIAs; and
B Ry 2 v (DPIAS)
records of data breaches.

A it o B E D 5%

If we process sensitive personal information or criminal records information, we will keep written
records of:

IR T BBURA NE BB JEARERAE S, FAT2X LT WA RS id R :

9.3.1

9.3.2

9.3.3

the relevant purpose(s) for which the processing takes place, including (where required)
why it is necessary for that purpose;

BATACERRAESC B, B (WA RED N bt T A2
the lawful basis for our processing; and
FATAEFE I S B Al s

whether we retain and erase the personal information in accordance with our policy
documents (including this Policy) and, if not, the reasons for not following our policy.

P TARGE RATBER S (BREARBGR REMMER N AGEE, WA, 52
P T HA TSR AR -

We will conduct regular reviews of the personal information we process and update our
documentation accordingly. This may include:

AR R 0 o A FATALER A A A5 B HAH R S BATH SO e % . X ] R4

9.41

9.4.2

9.4.3

carrying out information audits to find out what personal information the Company holds;
BTG B A DA A S A 1A AE R

distributing questionnaires and talking to staff across the Company to get a more
complete picture of our processing activities; and

REEIFSEAT R TR, U 1R B 5

reviewing our policies, procedures, contracts and agreements to address areas such as
retention, security and data sharing.

HAERNMBEE. BF. SRR R 24 DL HEE 36 =55 75 T Y 1)

RIGHTS IN RELATION TO PERSONAL INFORMATION

5NN BAH REAF

10.1 All data subjects have the
following rights in relation
to their personal
information:

JITAS 8 Ao H A A A ST SRR
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10.3

10.1.1

10.1.2

10.1.3

10.1.4

10.1.5

10.1.6

to be informed about how, why and on what basis that information is processed — see
paragraph 4 of this Policy regarding the Company’s privacy notices;

e mn T A UL BT A N A S B —2 AR 4 255 T A R e ALE A

to obtain confirmation that your information is being processed and to obtain access to it
and certain other information, by making a subject access request — see paragraph 10.3
below;

LR ARG R, DA S B IEAE S AC B HARBUE (S B R AR A A5 B T5 )
BUR—Z W R 3L 10.3 2%

to have data corrected if it is inaccurate or incomplete;
HHAE A HERECE A e, ATEREIE,

to have data erased if it is no longer necessary for the purpose for which it was originally
collected/processed, or if there are no overriding legitimate grounds for the processing
(this is sometimes known as ‘the right to be forgotten’);

W0 SRR T R AR A B H T 5 A AR, B AL B BOA AT 2 i I 2 2
M, ATESRKEEE MR XA RN “BEsR SR )

to restrict the processing of personal information where the accuracy of the information is
contested, or the processing is unlawful (but the data subject does not want the data to
be erased); and

5 B RMER R SO0, B A EA SR (HEE EARAA EMIER SR , FTERIR
HIZA NS B2

to restrict the processing of personal information temporarily where you do not think it is
accurate, or where you have objected to the processing.

AN AERIN,  BCE AR A PRI, TR I I R A AE BRI AE .

10.2 If you wish to exercise any
of the rights in paragraph
10.1 above, please contact
the Data Protection Officer
as shown at paragraph 1.7
of this Policy.

AR RABAT A B3R 10.1 25 BEFIBCRI , THER RABUSK 1.7 KA e R 148 .

Subject access requests

F 5 HIER

10.3.1

The Company will seek to comply with subject access requests and to provide the
appropriate data within one month of a request being made. Where this isn't possible, the
data subject will be kept informed. The Company may take professional advice about
how to comply with any request, to ensure that appropriate information is provided.
Usually there will be no charge for providing the information.

NP TSy EAR T IR R IF BAEE KA 00— H R AOE A8 . R Ref e,
Hs BRI 2o A F) AT RE 2 A0 TR AT SR 152 Tk I DL RS A E s . T
W DL SR AUE B R
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11.

10.3.2 In the unlikely event of manifestly unfounded or repetitive requests, the Company may
decide not to provide information. However professional advice will be taken in those
circumstances.

BIRAKATREAR A, EIRAE N BIE e E B R, AR TREIE A RE R .
SRR IR EEAF LT 8 "R %52 Tl

INFORMATION SECURITY
BERZE
The Company will use appropriate technical and organisational measures to keep personal

information secure, and in particular to protect against unauthorised or unlawful processing and
against accidental loss, destruction or damage. These may include:

O3 AR 2 R BOE 2 BRI S R i DR A N5 S 224, )2 By 1L R 22 A B AR A Hh A B
PAREANE R BRI . IX B4 it T e 45«

11.1.1  making sure that, where possible, personal information is pseudonymised or encrypted;
RIS, ORI NS B A 1 B I

11.1.2  ensuring the ongoing confidentiality, integrity, availability and resilience of processing
systems and services;

FAORAC IR R GRS sk i DR . e B8k T IR LR R

11.1.3  ensuring that, in the event of a physical or technical incident, availability and access to
personal information can be restored in a timely manner; and

B ORAE A A St B BOR AR IR R P =S N AR B AT 7 I PR AT 7 il B 5

11.1.4 a process for regularly testing, assessing and evaluating the effectiveness of technical
and organisational measures for ensuring the security of the processing.

SEIIINEA . PRSPPI BOR M 2R T A 25 ARG DR A PR ) 22 2

Where the Company uses external organisations to process personal information on its behalf,
additional security arrangements will need to be implemented in contracts with those organisations
to safeguard the security of personal information. In particular, contracts with external organisations
will provide that:

R A mE AN AU AR A BN S, W7 2 AE 5 I S A1 A ZREAT 10 45 7] rh SE RS ) 22
LRI NE B % 4. TUHGE, SAMNTHRI A FRUE -

11.2.1  the organisation may act only on the written instructions of the Company;

s

VAN 4 CU/NCITIR T P e

%
11.2.2 those processing the data are subject to a duty of confidence;

A EREHE i 2 R L5
11.2.3  appropriate measures are taken to ensure the security of processing;

A HUIE 24 FA 1 T DA DR AL P 0 22
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12.

12.1

12.2

13.

13.1

11.2.4  sub-contractors are only engaged with the prior consent of the Company and under a
written contract;

RS A A ELEREI A B & R KON A4 GERHE 28,

11.2.5 the organisation will assist the Company in providing subject access and allowing
individuals to exercise their rights in relation to data protection;

AL B A R AE AR DT, IFERBL A B SEVEAS NAT AR HE DR T T AR 5
11.2.6 the organisation will assist the Company in meeting its obligations in relation to the

security of processing, the notification of data breaches and data protection impact
assessments;

LGV P B 2 ) AT FLAE AR B 2 4 Km0 A K DR S Al T ) 3555

11.2.7 the organisation will delete or return all personal information to the Company as
requested at the end of the contract; and

T GURIN BR B 4 8 [ 45 AR SR BB o) 3 /) IR IE BT A A B R
11.2.8 the organisation will submit to audits and inspections, provide the Company with
whatever information it needs to ensure that they are both meeting their data protection

obligations, and tell the Company immediately if it is asked to do something infringing
data protection law.

AR B AR A, 1) A ] SR AL T R BOAE TS B LA CR X7 # B AT 1 AR R
X 55, I HAER R A — Lo 20 R OR APV 1 S 1 I A I Il A A ]
RETENTION OF PERSONAL INFORMATION
MNEBHRE
Personal information (and sensitive personal information) should not be retained for any longer
than necessary. The length of time over which data should be retained will depend upon the
circumstances, including the reasons why the personal information was obtained. In general,
personal information will be retained as long as is necessary, or for 7 years after it is no longer in
use, whichever is earlier.
MNEE FIBURANNEED ASRLOR B R 0 BRI [A] o 5038 S 1% DR B PR I 1)K A B e T~ RS 0
AR NERBREE . — K E, MAEERAELEN R, BB EANHMEHE 7 FENRE,
PASE R N

Personal information (and sensitive personal information) that is no longer required will be deleted
permanently from our information systems and any hard copies will be destroyed securely.

AEFHENNNEE BN NG LD FARARNERITE S RS HMER, HARMTREE LR AR
DR A

DATA BREACHES

By i 5F

A data breach may take many different forms, for example:
Bt g vl gEH Z A AFRIE, Flan:

13.1.1 loss or theft of data or equipment on which personal information is stored;
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13.2

14.

14.1

fili A7 NAG 2B Bt 0 5 5 1) 25 2R B K 3 5

13.1.2  unauthorised access to or use of personal information either by a member of staff or third
party;

D T B 3 = J7 RGBS I 8 AN M5 2

13.1.3 loss of data resulting from an equipment or systems (including hardware and software)
failure;

BB R CEARREEAERAT) BT e 22K

13.1.4  human error, such as accidental deletion or alteration of data;
NIRER, A0 A bR el 5 SO

13.1.5 unforeseen circumstances, such as a fire or flood;
AT UL, Ehn K o 8 oK

13.1.6  deliberate attacks on IT systems, such as hacking, viruses or phishing scams; and
BEXSIT RGN E B, BB L. 5 i 2% 2 VE O ;

13.1.7  ‘blagging’ offences, where information is obtained by deceiving the organisation which
holds it.

“CHRVE” GRAT, HpE R RSBV ERANTIRGH .

In the event of a data breach, the Company will act in accordance with its Data Breach Notification
Plan without undue delay.

SRR A BE M R S A, K AN A AR b 4 A N\ B i e vk AT

CONTACT US

BRARA

At any time, if you

FEARATIS %, A 2R A

14.1.1 have any complaints, grievances or comments regarding how we are handling your
personal information or about our compliance with the GDPR or any other applicable data

protection law; or

X T EATIAT A B A NG B B 0 AT~ GDPR 8l HAthid F A8 TRy ik A AR 1T
FIBER. AN W

14.1.2 wish to revoke any consent you have previously given to us to use your personal
information;

o SRR T A e AT A L R O T AN NS S AR AT [
we welcome you to contact our Data Protection Officer and/or our EU Representative using the

contact details provided under paragraph 1.7 of this Policy. We will strive to deal with any
complaints, grievances or comments that you may have speedily and fairly.
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15.

AT I i AR AR 1.7 2% (B A 07 205 JAT BBt Ry 8 A/ BATHI BB AR IR &R . Al
Ko )R 4 i HA-F RO A BRI AT BESR tH AR AT 50F . ANl .

A& BH

Guangxi Beibu Gulf Airlines Co., Ltd. may amend this Privacy Policy from time to time. Use of the
website, mobile site and mobile applications after the effective date of the amendments constitutes
acceptance of the amended terms and conditions. We reserve the right to apply the amended
terms to the information we have already collected, subject to any legal constraints. You should
read and review this page regularly to see if there have been any changes.

AFEAL SR B SR AU R T [ T PR AL A IR STE A R . RATATRESAEIET . &
WARRSAL 5K, FRAEW Sl AT BT RRAS o FRATTER WO AE A8 F AT WX i v, 5 S99 2 ) i — DD
PAMEARRRE T AR L 26K 5 A AT AZ 5l o

Last updated: June 2018

L EHTI E]: 2018 4F 6 H
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